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THE TELECOMMUNICATIONS
cARRIER'S DUTY ACT OF 1994

Mr. BREAUX. Mr. President, I 'ask
6uantmous consent that the Senate
proceed to the immediate consider-
ation of Calendar No. 684, S. 2375, a bill
relating to a telecommunications car-
diers duty to assist law enforcement.

The pRESIDING OFFICER. The bill
will be stated by title.

The' legislative -clerk read as follows:
A bill' (IS. 2375) to amend title 18, United

States Code, to make clear a telecommuni-
ctiaons carrier's duty to cooperate in the
Interception of communications for law en-
lroement purposes, and for other purposes.

The PRESIDING OFFICER. Is there
objection to the immediate consider-
ation of the bill? '

There being no objection, the Senate
proceeded to consider the bill,. which
bad been reported from the Committee
on the Judiciary, with an amendment
to strike all after the enacting clause
and inserting in lieu thereof the follow-
ingO'
NWTON 1. IN'ERCEPTMON OF DIOITAL AND

OT2MEB COiMrICATIONS
(a) I- GENERAL.-Part I of.title 18, United

stes Code, is amended by inserting after chap-
to 119 the following new chapter:
'CEAPTER 120-TELCO OMMI l CA7tONS

CMRREER ASSISTANCZ TO B GOVERN-

"2601. Definitions.
"2602. Assistance capability requirements.
".l?. Notices of capacity requirements.
"2604. Systems security and integrity.
"'205. Cooperation of equipmnent manufacturers

and providers of telecommuni-
cattons support services.

"2S0. Technical requirements and standards;
extension of compliance date.

"607. Enforcement orders.
"260. Payment of costs of telecommunications

carriers.
ies21. Delfint"on

"(a) DEFmrrro os-ln this chapter-
'"the terms defined in section 2510 have, re-
lectiveljy, the meanings stated in that section.
"call-identifying information'--

"(A) means all dialing or signalling informa-
tion that identifies the origin, direction, destina-
tion, or termination of each communication gen-
erated or received by the subscriber equipment,
facility, or service of a telecommunicationt car-
rier that ist the subject of a court order or lawful
authorization; but

"(B) does not include any information that
may disclose the physical location of the sub-
scriber (except to the extent that the location
may be determined from the telephone number).

"'Commission' means the Federal Cornmu-
nications Commission.

"'goernment' means the government of the
United States and any agency or instrumental-
ity thereof, the District of Columbia, any com-
monwealth, territory, or possession of the Unit-
ed States, and any State or political subdivision
thereof authorized by law to conduct electronic
surveillance.

"'nformation services'-
"(A) means the offering of a capability for

generating, acquiring, storing, transforming,
processing, retrieving. utilizing, or making
available information via telecommunications;
and

"(B) Includes electronic publishing and elec-
tronic messaging services; but

"(C) does not include any capability for a
telecommunications carrier's Internal manage-
ment, control, or operation of its telecommuni-
cations network.

"telecommunications support services" means
a product, software, or service used by a tele-
communications carrier for the internal signal-
ing or switching functions of its telecommuni-
cations network.

"'telecommunications carrer'-
"(A) means a person or entity engaged in the

transmission or switching of wire or electronic
communications as a common carrier for hire
(within the meaning of section 3(h) of the Com-
munications Act of 1934 (47 U.S.C. 153(h)));

"(B) includes-
"(I) a person or entity engaged in providing

commercial mobile service (as defined in section
332(d) of the Communications Act of 1934 (47
U.S.C. 332(d))); or

"(it) a person or entity engaged in providing
wire or electronic communication switching or
transmission service to the extent that the Com-
mission finds that such service is a replacement
for a substantial portion of the local telephone
exchange service and that it is in the public in-
terest to deem such a person or entity to be a
telecommunications carrier for purposes of this
chapter; but

"(C) does not include persons or entities inso-
far ao they are engaged in providing informa-
tion services.
"g2602. Atsistone eapabiit requirment.

"(a) CAPABILiTr RSQUIREMENTS.-Except as
provided in subsections (b). (c), and (d) of this
section. and subject to section 2607(c), a tele-
communications carrier shall ensure that its
services or facilities that provide a customer or
subscriber with the ability to originate, termi-
nate, or direct communications are capable of-

"(I) expeditiously isolating and enabling the
government to intercept, to the exclusion of any
other communcations, all wire and electronic
communications carried by the carrier within a
service area to or from equipment, facilities. or
services' of a subscriber of such carrier concur-
rently with their transmission to or from the
subscriber's servle, facility. or equipment or at
such later time as may be acceptable to the ga-
ernment;

"(2) espeditiously isolating and enabling the
government to access call-identifying infors-
lion that is reasonably available to the carrier-

"(A) before, drring, or immediately after the
transmission ofo t ire or electronic communica-
tion (or at such aster time as may be acceptacte
to the government); and

"(B) in a manner that allows It-to be assodl-
ated with the comenuncation to which it per-
tains,
except that, with regard to information acquired
solely pursuant to the authority for pen reW
isters and trap and trace devices (as defined in
section 3127), su call-identifying information
shall not include any information that may di-
close the physical location of the subscriber (ex-
cept to the extent that the location may be de-
termined from the telephone number);

"(3) delitverin intercepted communications
and call-identifying information to the govern-
ment in a format such that they may be trans-
mitted by means affaclittes or services procured
by the government to a location other than the
premises of the carrier; and

"(4) faclitating authorized communications
interceptions and access to call-identifying in-
formation unobtrusively and uwith a minimum o
interference with any subscriber's telecommunl-
cations service and in a manner that protects-

"(A) the privotq and security of communlcs-
tions and call-identifying information not am-
thorized to be interepted; and

"(B) Information regarding the government's
interception of cmnmunications and access to
calU-identifying information.

This "bullet" symbol identifies statement or insertions which are not spoken by a Member of the Senate on the floor.
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,(b) LlMITATIONS.-
-,(I) DESIGN OF ,EATURES AND SYSTEMS CON-

I0GURATIONS.--This chapter does not authorize
any law enforcement agency or officer-

,(A) to require any specific design of features
or system configurations to be adopted by pro-
dJers of wire or electronic communication serv-

ice, manufacturers of telecommunications equip-
ment, or providers of telecommunications sup-
port services; or

"Y(B) to prohibit the adoption of any feature
service by providers of wire or electronic corn-

munication service, manufacturers of tele-
conmmunications equipment, or providers of tele-
cormmunications support services.

"(2) INFORMATION SERVICES; PRIVATE NET-
w,0osp5 AND INTERCONNECTION SERVICES AND FA-
CILTIEss.-The requirements of subsection (a) do
not apply to-

,'(A) information services: or
,"(B) services or facilities that support the

transport or switching of communications for
private networks or for the sole purpose of inter-
connecting telecommunications carriers.

"(3) ENcRYPTION.-A telecommunications car-
rier shall not be responsible for decrypting, or
ensuring the government's ability to decrypt,.
any communication encrypted by a subscriber or
customer, uinless the encryption was provided by
the carrier and the carrier possesses the infor-
mnation necessary to decrypt the communication.

"(C) EMERGENCY OR EXIOGENT CIR-
cq]MSTANCES-.In emergency or exigent cir-
cnmstances (including those described in sec-
tions 2518 (7) or (11)(b) and 3125 of this title and
ection 1805(e) of title 50), a carrier at its discre-

tion may fulfill its responsibilities under sub-
section' (a)(3) by allowing monitoring at its
premises if that is the only means of accomplish-
ing the interception or access.

"(d) MOBILE SERVICE ASSISTANCE REQUIRE-
MlrTs.-A telecommunications carrier offering a
feature or service that allows subscribers to redi-
rect, hand off, or assign their wire or electronic.
communications to another service area or an-
other service provider or to utilize fqcdlities in
another service area or of another service pro-
rider shall ensure that, when the carrier that
had been providing assistance for the intercep-
tion of wire or electronic communications or ac-
ess to call-identifying information pursuant to
a court order or lawful authorization no longer
has access to the content of such communica-
tions or call-identifying information within the
service area in which interception has been oc-
curring as a result of the subscriber's use of
such a feature or service, information is made
available to the government (before, during, or
immediately after the transfer of such commu-
nications) identifying the provider of wire or
electronic communication service that has ac-
quired access to the communications.
"§2603. Notices of capacty requirements

"(a) NOTICES OF MAXIMUM AND ACTUAL CA-
PACITY REQUIREMENTS.-

"(1) IN GENERAL.-Not later than I year after
the date of enactment of this chapter, after con-
sulting with State and local law enforcement
agencies, telecommunications carriers, providers
of telecommunications support services,. and
manufacturers of telecommunications equipment
and after notice and comment, the Attorney
General shall publish in the Federal Register
and provide to appropriate telecommunications
carrier associations, standard-setting organiza-
tions, and for a-

"(A) notice of the maximum capacity required
to aCcommodate all of the communication inter-
ceptions, pen registers,. and trap and trace de-
tices that the Attorney General estimates that
government agencies authorized to conduct elec-
tronic surveillance may conduct and use simul-
taeously; and
" (B) notice of the number of communication £

iterceptions, pen registers, and trap and trace t
,evices. representing a portion of the maximum t
capacity set forth under subparagraph (A), that c

the Attorney General estimates that government
agencies authorized to conduct electronic sur-
veillance may conduct and use simultaneously
after the date that is 4 years after the date of
enactment of this chapter.

"(2) BASIS OF NOTICES.-The notices issued
under paragraph (1) may be based upon the
type of equipment, type of service, number of
subscribers, geographic location, or other meas-
ure.

"(b) COMPLIANCE WITH CAPACITY NOTICES.-
"(1) INITIAL CAPACITY.-Within 3 years after

the publication' by the Attorney General of a no-
tice of capacity requirements or within 4 years
after the date of enactment of this chapter,
whichever is longer, a telecommunications car-
rier shall ensure that its systems are capable
of-

"(A) expanding to the maximum capacity set
forth in the notice under subsection (a)(l)(A);
and

"(B) accommodating simultaneously the num-
ber of interceptions, pen registers, and trap and
trace devices set forth in the notice under sub-
section (a)(1)(B).

"(2) EXPANSION TO MAXIMUM CAPACITY.-
After the date described in paragraph (1), a tele-
communications carrier shall ensure that it can
accommodate expeditiously any increase in the
number of communication interceptions, pen
registers, and trap and trace devices that au-
thorized agencies may seek to conduct and use,
up to the maximum capacity requirement set
forth in the notice under subsection (a)(1)(A).

"(C) NOTICES OF INCREASED MAXIMUM CAPAC-
ITY REQUIREMENTS.-

"(l) The Attorney General shall periodically
provide to telecommunications carriers written
notice of any necessary increases in the maxi-
mum capacity requirement set forth in the no-
tice under subsection (a)(1)(A).

"(2) Within 3 years after receiving written no-
tice of increased capacity requirements under
paragraph (1), or within such longer time period
as the Attorney General may specify, a tele-
communications carrier shall ensure that its sys-
tems are capable of expanding to the increased
maximum capacity set forth in the notice.
"2604. Systems ecurity and integrity

"A telecommunications carrier shall ensure
that any court ordered or lawfully authorized
interception of communications or access to call-
identifying information effected within its
switching premises can be activated only with
the affirmative intervention of an individual of-
ficer or employee of the carrier.
"§2605. Co.perafin of equipment moanufac-

turers and providers of teeeommunications
support service.
"(a) CONSULTATION.-A telecommunications

carrier shall consult, as necessary, in a timely
fashion with manufacturers of its telecommuni-
cations transmission and switching equipment
and its providers of telecommunications support
services for the purpose of identifying any serv-
ice or equipment, including hardware and soft-
ware, that may require modification so as to
permit compliance with this chapter.

"(b) MODIFICATION OF EQUIPMENT AND SERV-
ICES.-Subject to section 2607(c), a manufacturer
of telecommunications transmission or switching
equipment and a provider of telecommunications
support services shall, on a reasonably timely
basis and at a reasonable charge, make avail-
able to the telecommunications carriers using its
equipment or services such modifications as are
necessary to permit such carriers to comply with
this chapter.
1§260& Technical requirements and stand-
ards; extension of compliance date
"(a) SAFE HARBOR.-
"(1) CONSULTATIONl.--To ensure the efficient

and industry-wide implementation of the assist-
ance capability requirements under section 2602,
he Attorney General, in coordination with
other Federal, State. and local law enforcement a
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agencies, shall consult with appropriate associa-
tions and standard-setting organizations of the
telecommunications industry and with rep-
resentatives of users of telecommunications serv-
ices and facilities.

"(2) COMPLIANCE, UNDER ACCEPTED STANXD
ARDS.-A telecommunications carrier shall bE
found to be in compliance with the assistancet
capability requirements under section 2602, and
a manufacturer of telecommunications trans-
mission or switching equipment or a provider of
telecommunications support services shall be
found to be in compliance with section 2605, if
the carrier, manufacturer, or support service
provider is in compliance with publicly available
technical requirements or standards adopted by
an industry association or standard-setting or-
ganization or by the Commission under sub-
section (b) to meet the requirements of section
2602.

"(3) ABSENCE OF STANDARDS.-The absence of
technical requirements or standards for imple-
menting the assistance capability requirements
of section 2602 shall not-

"(A) preclude a carrier, manufacturer, or
services provider from deploying a technology or
service; or

"(B) relieve a carrier, manufacturer, or serv-
ice provider of the obligations imposed by sec-
tion 2602 or 2605, as applicable.

"(b) FCC AUTHORITY.-
"(1) IN GENERAL.-If industry associations or

standard-setting organizations fail to issue tech-
nical requirements or standards or if a govern-
ment agency or any other person believes that
such requirements or standards are deficient,
the agency or person may petition the Commis-
sion to establish, by notice and comment rule-
making or such other proceedings as the Com-
mission may be authorized to conduct, technical
requirements or standards that-

"'A) meet the assistance capability require-
ments of section 2602;

"(B) protect the privacy and security of com-
munications not authorized to be intercepted;
and

"(C) serve the policy of the United States to
encourage the provision of new technologies and
services to the public.

"(2) TRANSITION PERIOD.-If an industry tech-
nical requirement or standard is set aside or
supplanted as a result of Commission action
under this section, the Commission, after con-
sultation with the Attorney General, shall es-
tablish a reasonable time and conditions for
compliance with and the transition to any new
standard, including defining the obligations of
telecommunications carriers under section 2602
during any transition period.

"(c) EXTENSION OF COMPLIANCE DATE FOR
FEATURES AND SERVICES.-

"(1) PETITION.-A telecommunications carrier
proposing to deploy, or having deployed, a fea-
ture or service within 4 years after the date of
enactment of this chapter may petition the Com-
mission for I or more extensions of the deadline
for complying with the assistance capability re-
quirements under section 2602.

"(2) GROUND FOR EXTENSION.-The Commis-
sion may, after affording a full opportunity for
hearing and after consultation with the Attor-
ney General, grant an extension under this
paragraph, if the Commission determines that
compliance with the assistance capability re-
quirements under section 2602 is not reasonably
achievable through application of technology
available within the compliance period.

"(3) LENGTH OF EXTENSION.-An extension
under this paragraph shall extend for no longer
than the earlier of-

"(A) the date determined by the Commission
Is necessary for the carrier to comply with the
assistance capability requirements under section
2602; or

"(B) the date that is 2 years after the date on i
which the extension is granted. v

"(4) APPLICABILITY OF EXTENSION.-An exten-
ion under this subsection shall apply to only

si 4 6 6 4
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O r prt of the carrie's business on which the
lgofeature or service is used.

nf07 o ree ti orders
(a) ENFORCS ENT BY COURT ISSUiNG SUR-

E ORDER.-I! a court authorizing an
sepo under chapter 119, a State statute,
B phorelgon Intelligence Surveillance Act of

i7J (SO US.C. 1801 et seg.) or authoriaing use
o pen register or a trap and trace device
Jder chaPte? 306 or a State statute finds that
~ teieomnu'L^=i carrier has failed to cone-

l Ws the requirements in this chapter, the
mr ay direct that the carnrier comply forth-
P a and may direct that a provider of support

gie to the carrier or the manufacturer of
t carrIers transmission or siotching equip-
cnt furnish forthwith modifications necessary
pfr the carrier to compW.-

"Wb ENFORCEMENT UPON APPLICATION BY AT-
RMNgy GRNERAL.-The Attorney General may

pply to the appropriate United States district
ust for, and the United States district courts

iWl have jurisdiction to issue, an order direct-
eq that a telecommunications carrier, a manu-
fpcrer of telecommunications transmission or
,tWchlUng equipment, or a provider of tee-
cmmuiicatlons support services comply with
* chapter. -

"tC) GROUNDS FOR ISSUNcE.-A court shall
We an order under subsection (a) or (b) only

the court finds that-
"(1) alternatIve technologies or capabilities or
Le facilities of another carrier are not reason-

, awailable to lamt enforcement for imple-
nesting the interception of communications or
aces, to call-identifying information, and

"(2) compliance with the requirements of this
cdapter is reasonably achievable through the
pication of available technology to the fea-
sWe or service at issue or would have been rea-

amably achievable if timely action had been

"(d) TIME FOR COMPLIANCB.-Upen issuance
ofta enforcement order under this section, the
art shall specify a reasonable time and condi-
itom for complying with Its order, considering
ie goodfaith efforts to comply in a timely man-
ur, any effect on the carrier's, manufacturer's,
or serice provider's ability to continue to do
buins, the degree of culpability or delay in
undertaking efforts to comply, and such other

matters as justice may require.
"(e) LIMITATION.-An order under this section

m a not require a telecommunications carrier to
mel the government's demand for Interception
olcowmunications and acquisition of call-tden-
itrrvlg information to any extent in exce.s of
the capacity for which notice has been provided
uader section 2603.
"( CIVIL PENALTY.-
"(I) IN aNERAL.-A court Issuing an order
der this section against a telecommtun.cations

anier, a manufacturer of telecommunications
mw!as~ion or switching equipment, or a pro-

den of telecommunocations support services
mV impose a civil penalty of up to 210.00 per
daY for each day in violation after the issuance
of the order or after such future date as the
Cottt may specify.

"(2) CONSIDERmrTIONS.-In determining wheth-
a to impose a fine and In determining Its
mount, the court shall take into account-
'(A) the nature, circumstances, and extent of
e Voolaotion,

,() the violator's ability to pay, the viola-
W's good faith efforts to comply in a timely
dtner, any effect on the violator's ability to

Citfanue to do business, the degree of culpabil-
t, and the length of any delay In undertaking
elfort to comply, and

(C) Such other matters as justice mnay re-
Quare,

(3) CIvE ACTR ON.-PThe Attorney General
Al fie a clvi action in the appropriate United

district court to collect, and the United
_t sdistict courts shall have jurisdiction to
ngorse, such o tnes. -
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"J2608 Paymn of astC of teIcommsuni.

cation. carrers
"(a) EQUIPMENT, FEATURES, AND SERV)IC

DEPLOYED BFORE DATE OF ENACMENT; CA-
PACIrY COSrS.-The Attorney General shall,
subject to the availability of appropriations, pay
telecommunications carriers for all reasonable
costs directly associated with-

"(1) the modifications performed by cbrriers
prior to the effective date of section 2602 or prior
to the expiration of any extension granted
under section 2606(c) to establish, with respect
to equipment, features, and services deployed
before the date of enactnent of this chapter, the
capabilities necessary to comply with section
2602;

"(2) meeting the maimumr capacity require-
ments set forth in the notice under section
2603(a)(l)(A); and

"(3) expanding existing facilities to accommo-
date simultaneously the number of intercep-
tions, pen registers and trap and trace devices
for which notice has been provided under see
tion 2603(a)X)(B).

-"(b) EQOUPmNT, FEATURES, AND SERVICEs DE-
PLOYED ON OR ATER DATE OF ENACTMENT.-

"(1) IN GENMRAL-- f compliance with the as-
sistance capability requirements of section 2602
is not reasonably achievable with respect to
equipment, features, or services deployed on or
after the date of enactmnent of this chapter, the
Attorney General, on application of a tele-
communications carrier, may pay the tele-
communications carrier reasonable costs directly
associated with achieving compliance.

"(2) CONSDRRATION.-In determining whether
compliance with the assistance capability re-
quirements of section 2602 is reasonably achiev-
able uwith respect to any equipment, feature, or
service deployed the date of enactment of this
chapter, consIderation shall be given to the time
when the equipment, feature, or service was de-
ployed.

"(c) ALLOCATION OF FUNDS POR PAYMENT.-
The Attorney General shal allocate funds ap-
propriated to carry out this chapter in accord-
ance with law enforcement priorities determined
by the Attorney General.

"(d) FAILURE TO MAKE PAYMENT WITH RE-
SPECT TO EQUIPMEN, FRATURES, AND SERVICES
DEPLOYED BxPORE DATE OP ENACTMENT.-

"(1) CONSIDERED TO BE IN COMPLIANCE.-Un-
less the Attorney General has agreed to pay the
telecommunications carrier for all reasonable
costs directly associated with modifications nec-
essary to bring the equipment, feature, or serv-
ice into actual compliance with those require-
ments, provided the carrier has requested pay-
-ment in accordance with procedures promul-
gated pursuant to subsection (e), any equip-
ment, feature, or service of a telecommuni-
cations carrier deployed before the date of en-
actment of this chapter shall be considered to be
in compliance with the assistance capability re-
quirements of section 2602 unless the equipment,
feature, or service is replaced or significantly
upgraded or otherwise undergoes major modi-
fication.

"(2) LIMITATION ON ORD£ER.-An order under-
section 2607 shall not require a telecommuni-
cations carrier to modify, for the purpose of
complying with the assistance capability re-
quirements of section 2602, any equipment, fea-
ture, or service deployed before the date of en-
actment of this chapter unless the Attorney
General has agreed to pay the telecommunif-
cations carrier for all reasonable costs directly
associated with modifications necessary to bring
the equipment, feature, or service into actual
compliance with those requirements.

"(e) PROCEDURES AND REOULATIONS.-Not-
withstanding any other law,-the Attorney Gen-
eral shall, after notice and comment, establish
any procedures and regulations deemed nec-
essary to effectuate timely and cost-efficient
payment to telecommunications carriers for com-
pensable costs incurred under this chapter,
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under chapters 119 and 121, and under the YFor-
eign intelligence Surveillance Act of 1978 (50
U.S.C. 1801.et seq.).

"(J) DISPUTr REsOLUION.-If there is e ,dis-
pute between the Attorney General and a sele-
communications carrier regarding the amnorst of
reasonable costs to be paid under subsection (a),
the dispute shall be resolved and the amount de-
termined in a proceeding initiated at the Com-
mission or by the court from which an enforce-
ment order it sought under section 2607.".

(b) TECHNICAL AMENDMESNT.-The part anmoly-
sis for part I of title 18, United States Code, is
amended by inserting after the item relatimg to
chapter 119 the following new itemn
'"2m TeLlmase ttless earrier as-

·isktae to the Gonm ........... 2".
8sC, . AuT IOTI ON OF APPROPRIATION.

There are authorized to be appropriated to
carry out section 2608 of title 18, United States
Code, as added by section I-

(1) a total of $500,000,000 for fiscal years 5995,
1996, and 1997; and

(2) such sums as are necessary for each fiscal
year thereafter,
such.sums to remain available until expendeet.
&SEC a. EPpIEDATZ

(a) IN GENERAL.-Except as provided in pnra-
graph (2), chapter 120 of title 16, United Sfates
Code, as added by section 1, shall take effect on
the date of enactment of this Act.

(b) AssIrrTANC CAPABILTY 'UD SYSTEMS .SE-
CUPRTI AND INTEGRITY REQUIREMENTS.-Sec-
tions 2602 and 2604 of title 18., United States
Code, as added by section 1, shall take effect on
the date that is 4 years after the date of enract-
ment of this Act.
am A RPORT".

(a) REPORTS Br THE ATTORNEY GENERAL.-
(1) IN GENERAL.-On or before November .-30,

1995, and on or before November 30 of each wear
for 5 years thereafter, the Attorney General
shall submit to Congress and make available to
the public a report on the amounts paid dusting
the preceding fiscal year in payment to tele-
communications carriers under section 2608 of
title 18, United States Code, as added by section

(2) CONTENT.-A report under paragraph fil)
shall include-

(A) a detailed accounting of the amounts paid
to each carrier and the technology, equipment,
feature or service for which the amounts wunre
paid; and

(B) projections of the amounts expected to the
paid in the current fiscal year, the carrieris ~to
which payment is expected to be made, and tthe
technologies, equipment, features or services ffor
which payment is expected to be made.

(b) REPORTS BY THE COMPTROLLER GEN-
ERAL.-

(1) PAYMENTS FOR MODIFICATION-S.-On or hbe-
fore April 1, 1996, and April 1, 1998, the Conp-
troller General of the United States, after cmn-
sultation with the Attorney General and ItMe
telecommunications industry, shall submit to Cthe
Congress a report reflecting its analysis of tthe
reasonableness and cost-effectiveness of tlhe
payments made by the Attorney General to teile-
communications carriers for modifications nec-
essary to ensure compliance with chapter 12 (of
title 18, United States Code, as added by sectibm
1.

(2) COMPLIANCE COST ESTIMATES.-A report
under paragraph (1) shall include the findimps
and conclusions of the Comptroller General eon
the costs to be incurred after the compliance
date, including projections of the amounts e=-
pected to be incurred and the technologiees,
equipment, features or services for which ear-
penses are expected to be incurred by. tele-
communications carriers to comply with the am-
sistance capability requirements in the first 5
years after the effective date of section 2602.
SEC. 5. CORDLESS TELEPHONES.

(a) DEFINITIONS.-Section 2510 of title EI8,
United States Code, is amended-
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(1 in paragraph (I) by striking "but such

g does not include" and all that follows
A. h ",base unit"; and

tl in paragraph (12) by striking subpara-
(A) and redesignating subparagraphs (B),

a.nd (D) as subparagraphs (A), (B), and (C),
,,ectivelY.

p ENALtY.--Section 2511 of title 18, United
,e Code, is amended-
(i) in subsection (4)(b)(i) by inserting "a
%rdless telephone communication that is trans-

AIted between the cordless telephone handset
'; the base unit," after -"cellular telephone
munication,' "; and
(2 in subsection (4)(b)(it) by inserting "a
pas telephone commnunication that is trans-

mitted between the cordless telephone handset
and the base unit," after "cellular telephone

mmunication, ".
- & RADIO.BASRD DATA COMMUNICATIONS.

,ection 2510(16) of title 18, United States Code,
janended-
(1) by striking "or" at the end of subpara-
aph (D);
(2) by inserting "or" at the end of subpara-

graph (E); and
(1) by inserting after subparagraph (E) the

/oilowing new subptaragraph:
"(F) an electronic communication;"
ec 7. pENALTIES FOR MONITORINO RADIOCOMMUNICATIONS THAT ARE

TRANSMiTTED USiVG MODULATION
TCIINIQUES WITH NONPUBLIC PA.
RAMMETER

section 2511(4)(b) of title 18, United States
Code, A amended by striking "or encrypted,
then" and inserting ", encrypted, or transmitted
using modulation techniques the essential pa-
,ameters of which have been withheld from the
public with the intention of preserving the pri-
v7p of such communication".
sWC& B sCNICAL CORREClION.
Section 2511(2)(a)(t) of title 18, United States

Code. is amended by striking "used in the trans-
mission of a wire communication" and inserting
"used in the transmission of a wire or electronic
communication".

a aI. FRAUDULVNT ALTERATION OF COAMMR
CIAL MOBILE RADIO INSTRUMENTS.

(a) OFFENSE.-Section 1029(a) of title 18, Unit-
ed afes Code, Is amended-
(1) by striking "or" at the end of paragraph

(3); ani
(2) bi inserting after paragraph (4) the follow-

ing ner paragraphs:
"(51 knowingly and with intent to defraud

uses, produces, traffics in, has control or cus-
tldY of, or possesses a telecommunications in-
*ument that has been modified or altered to

obtain unauthorized use of telecommunications
MIricea; or
"(6) knowingly and with intent to defraud

Uses Produces, traffics ni, has control or cus-
todu of, or possesses-

"(A) a scanning receiver; or
"(B) hardware or software used for altering or

Wmodtfying telecommunications instruments to
Obtain unauthorized access to telecommuni-
afions Aervces ,:
(b) PENALTY.-Section 1029(c)(2) of title 18,

tnited States Code, is amended by striking.
oa)(l) or (a)(4D" and inserting "(a) (1), (4), (5),

or (6)",
(C) LDFINNrIONvs.-Section 1029(e) of title 18,
i.t ed States Code, is amended-
1) in Paragraph (1) by inserting "electronic

erial number, mobile identification number,
Personal identification number, or other tele-

'nawUnications service, equipment, or instru-
(st [ldentifier," after "account number,";

(2) by Striking "and" at the end of paragraph

(3) by striking the period at the end of para-
r oh (6) and Inserting ";-and"; and
5'IrpI ding at the end the following new

e7) the tenr 'scanning receiver' means a de-
eor apparatus that can be used to intercept i
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a wire or electronic communication in violation
of chapter 119.".
SEC 10. TRANSACTIONAL DATA.

(a) DISCLOSURE OP RECORDs.-Section 2703 o)
title I8, United States Code, is amended-

(l) in subsection (c)(1)-
(A) in subparagraph (B)-
(i) by striking clause (i); and
(ii) by redesignating clauses (ii). (iii), and (iv)

as clauses (I), (ii), and (iii), respectively; and
(B) by adding at the end the following new

subparagraph:
"(C) A provider of electronic communication

service or remote computing service shall dis-
close to a governmental entity the name, ad-
dress, telephone toll billing records, and length
of service of a subscriber to or customer of such
service and the types of services the subscriber
or customer utilized, when the governmental en-
tity uses an administrative subpoena authorized
by a Federal or State statute or a Federal or
State grand jury or trial subpoena or any means
available under subparagraph (B),"; and

(2) by amending the first sentence of sub-
section (d) to read as follows: "A court order for
disclosure under subsection (b) or (c) may be is-
sued by any court that i1 a court of competent
jurisdiction described in section 3126(2)(A) and
shall issue only if the governmental entity offers
specific and artlculable facts shouing that there
are reasonable grounds to believe that the con-
tents of a wire or electronic cormnunication, or
the records or other information sought, are rel-
evant and material to an ongoing criminal in-
vestigatfon.".

(b) PEN REGISTERS AND TRAP AND TRACE DE-
VlcEs.-Section 3121 of title 18, United States
Code. is amended-

(1) by redesignating subsection (c) as sub-
section (d); and

(2) by inserting after subsection (b) the follow-
ing new subsection:

"(C) LIMITATION.-A government agency au-
thorized to install and use a pen register under
this chapter or under State law, shall use tech-
nology reasonably available to it that restricts
the recording or decoding of electronic or other
impulses to the dialing and signalling informa-
tion utilized in call processing.".

Mr. BREAUX. Mr. President, I ask
unanimous consent that the committee
substitute be agreed to, that the bill be
read a third time, passed, the motion
to reconsider be tabled and any state-
ments appear at the appropriate place
in the RECORD as if read.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The committee amendment was
agreed to.

So the bill (S. 2375), as amended, was
deemed read for a third time and
passed, as follows:

(The text of the bill will be printed in
a future edition of the RECORD.)

LAND SALE BY THE UNIVERSITY
OF ARKANSAS

Mr. BREAUX. Mr. President, I ask
unanimous consent that the Senate
proceed to the immediate -consider-
ation of S. 2550, relating to a land sale
by the University of Arkansas, intro-
duced earlier today by Senator PRYOR,
that the bill be read three times,
passed, and the motion to reconsider be
laid upon the table, and that any state-
ments relating to this item be placed
in the RECORD as if read in the appro-
priate place.

The PRESIDING OFFICER. Without
objection, it is so ordered.

[ATE October 7, 1994
So the bill (S. 2550) was deemed read

three times and passed, as follows:
(The text of the bill will be printed in

a future edition of the RECORD.)

STATE DEPARTMENT AUTHORIZA- '
TION TECHNICAL CORRECTIONS
Mr. BREAUX. Mr. President, I ask

unanimous consent that the Senate
proceed to the consideration of H.R.
5034. the State Department authoriza-
tion technical corrections bill Just re-
ceived from the House, that the bill be
deemed read a third time and passed;
the motion to reconsider laid upon the
table; and that any statements thereon
appear in the RECORD at the appro-
priate place as though read.

The PRESIDING OFFICER. Without
objection, it is so ordered,

So the bill. (H.R. 5034) was deemed
read a third time and passed.

INTERNATIONAL NARCOTICS
CONTROL CORRECTIONS

Wr. BREAUX. Mr. President, I ask
unanimous consent that the Senate
proceed to the consideration of H.R.
5030, the international narcotics con-
trol corrections bill, just received from
the House.

The PRESIDING OFFICER. The
clerk will report.

The legislative clerk read as follows:
A bill (H.R. 6030) to amend the Foreign As-

sistance Act of 1961 to make corrections re-
lating to international narcotics control ac-
tivities, and for other purposes.

The PRESIDING OFFICER. Is there
objection to the immediate consider-
ation of the bill?

There being no objection, the Senate
proceeded to consider the bill.

AMENDMESNT NO. 2639
(Purpose: To add provisions relating to the

membership of the North Atlantic Treaty
Organization [NATO])
Mr. SIMPSON. Mr. President, I send

an amendment to the desk on behalf of
Senator BROWN, and I ask unanimous
consent that the amendment be agreed
to.

The PRESIDING OFFICER. The
clerk will.report the amendment.

The legislative clerk read as follows:
The Senator from Wyoming [Mr. SIMPSON]

for Mr. BROWN proposes an amendment num-
ber 2639.

The PRESIDING OFFICER. Without
objection, the amendment is agreed to.

So the amendment (No. 2639) was
agreed to, as follows:

At the end of the bill, add the following:
T1TLE-NATO PARTICIPATION ACT OF

1994
SEC. 01. SHORTr .TLE

This title may be cited as the "NATO Par-
tieipation Act of 1994".
EC. o0 SENSE OF THE CONGRESS
It is the sense of the- Congress that-
(1) the leaders of the NATO member na-

tions are to be commended for reaffirming
that NATO membership remains open to
Partnership for Peace countries emerging
from communist domination and for welcom-'
ing eventual expansion of NATO to include
such countries;


